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Protecting American businesses from loss in the age
of fraud, ransomware & digital extortion




INTRODUCING ANDARIEL

Threat Prevention
& Loss Avoidance Platform

In 2020, efficient protection of assets and services requires navigation through a number of
infrastructural, digital, and social domains, across hundreds of corporate and governmental
jurisdictions. For modern businesses, every threat - from COVID-themed phishing e-mails, to credential
exposures and ransomware attacks - should be properly and preemptively managed to prevent severe
financial losses.

To address these challenges, meet Andariel - a
DarkWeb threat intelligence platform that sheds light
on the cyber underground, in order to spot threats
and compromises preemptively and proactively.
Prolific botnets, ransomware syndicates, cyber
extortionists, carders, APTs, crimeware operators,
COVID fraudsters - Andariel ensures visibility into

.. pueemnpt ively these threats before they harm you and your
and proactively business.

A platform based on
Automated Tactical
Monitoring Algorithms
A M (ATMA) that leverages
ANDARIEL machine learning and
big data analytics

to collect, sort, and
visualize risk-relevant
information

Andariel transforms botnet and DarkWeb data into
efficient risk prevention tools. Our early-warning

2/11 . infrastructure and ATMA-based platform uses
Threat Pre\(entlon machine learning with TensorFlow and big data
& Loss Avoidance analytics to collect, sort, and visualize risk-relevant
ANDARIEL !nformatlon: This mforr.natlon is then delivered to you
BY ADVANCED in a convenient, visualized format that can advance

INTELLIGENCE, LLC investigations and mitigate threats.
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When it
comes to
top-tier
botnets and
ransomware
syndicates,...

3-DIMENSIONAL AUGMENTATION

X-DIMENSION
Ransomware & Botnhet
Prevention

Broaden your view into the most prolific botnets and
ransomware gangs. When it comes to top-tier botnets and
ransomware syndicates, there is no one else who can deliver
such accurate and timely alerts and insights. Andariel offers
convenient infrastructural overviews of the most complicated
and sophisticated crimeware families. We have unmatched
visibility into both ransomware/botnet liasons and the most
prolific financially motivated, malware-focused botnets, which
infect tens of thousands of new machines every month.
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Threat Prevention
& Loss Avoidance
ANDARIEL

BY ADVANCED
INTELLIGENCE, LLC

...there is no one else who
can deliver such accurate
and timely alerts and
insights
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3-DIMENSIONAL AUGMENTATION

Y-DIMENSION
Continuous DarkWeb
Monitoring

Dive into the DarkWeb ecosystem, and build customized
monitoring and alerting capabilities to proactively mitigate
threats to your business. Andariel enables alert and search
building for proactive identification of crimeware infections.
Through our DarkWeb Scan algorithms, you can review
thousands of illicit data and billions of credentials to identify

4/11
Threat Prevention

& Loss Avoidance DarkWeb chatter, hidden underground auctions, and
ANDARIEL comprom|sed information. With Andariel, yog can always be
BY ADVANCED confident that you know the exact source, timing, and scale of

INTELLIGENCE, LLC potential or ongoing asset exposure.



ELITE
INVESTIGATIVE
EXPERTISE
FOCUSED ON
SELECTIVE
THREAT
MITIGATION,
RANSOMWARE
NEGOTIATIONS,
THREAT ACTOR
ENGAGEMENTS,
& MALWARE
REVERSE
ENGINEERING
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Subscribe
for daily
intelligence
reporting
to discover
the current
state of the
cybercrime
ecosystem
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3-DIMENSIONAL AUGMENTATION

Z-DIMENSION
Finished Intelligence

Subscribe for daily intelligence reporting to discover the current
state of the cybercrime ecosystem. We identify and report on
the most prolific breaches such as the notorious FXMSP breach
of anti-virus companies, and provide contextual intelligence
regarding threat actors that can attempt to compromise your
funds. Our SME team provides elaborative analytical comments
for any piece of adverse or risk-relevant information pertaining
to ransomware syndicates and malware developers. Moreover,
you can always request additional intelligence exclusively
customized for your case - be it threat actor engagement,
malware reverse engineering, or ransomware negotiations.
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WHAT
YOU GET

+ Access to a convenient, custom-tailored, fully automated
platform that provides e-mail monitoring and alerting for
top-tier DarkWeb threats, such as fraud and credential
exposure.

+ Access to visualizations and mapping of top-tier botnets
and ransomware syndicates, for protection from breaches

LEARN MORE
and ransomware attacks.

www.advanced-intel.com

+ Subscription to daily, weekly, and monthly threat intel
insights and RFls, as well as professional intelligence
services such as ransomware negotiations, threat actor
engagements, and reverse engineering of malware.

BRONZE LICENSE SILVER LICENSE PLATINUM LICENSE

INTELLIGENCE REPORTS  INTELLIGENCE REPORTS INTELLIGENCE REPORTS

« Threat Actor Profiles & + DARKWEB + DARKWEB MONITORING
Dossiers MONITORING + BOTNET THREAT DATA
. Daily Intelligence Alerts « 24/7 Alerts & automated =+ Analysis of major botnet
Monitoring System infrastructure
* Threat Landscape )
Reporting * Over 10,000 DarkWeb * Compromised RDP
_ ) Datasets Monitoring
* Insights into Ransomware ) )
Development * Top-tier Forums, * Daily, Weekly, & Monthly
Auctions, Card Shops Victim List Updates
* Monitoring of * Proactive Victim Identification
Compromised Credentials | . |p/pomain-Based Infection
Search
7m
Threat Prevention
& Loss Avoidance For more information
ANDARIEL on subscription please
BY ADVANCED contact us via

INTELLIGENCE, LLC info@advintel.tech



mailto:info%40advintel.tech%20?subject=Andariel%20Platform%20Demo%20Request
http://www.advanced-intel.com
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WHY
ADVINTEL?

We are a team of certified
investigators and
engineers

Our past experience in the governmental, legal, forensics,
and corporate finance sectors allows us to develop the most
actionable intelligence tailored to your needs and the needs of
your clients.

We stand for privacy

We rely exclusively on datasets collected in accordance with
current public and private sector regulations and data collection
protocols, such as GDPR. Our investigations are based on a
hidden agent approach conducted in strict compliance with
the legal, professional, and ethical requirements and standards
set by both the government and private sectors, and are often
performed in coordination with US law enforcement.

We stand for our
communities

Advintel's monitoring and intelligence initiatives are inextricably
connected to the protection of communities. We have provided
immediate ransomware remediation, as well as free intelligence
to prevent breaches and extortion aimed at universities, public
schools, religious institutions, US Native Tribes authorities,
hospitals, and NGOs. Amidst COVID-19, we have established
a free alerting and intelligence sharing initiative to inform US
healthcare agencies of any ongoing or potential cyber activity
which may impact their efforts in fighting the pandemic.
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COMPETATIVE
ADVANTAGES

TYPICAL THREAT
THREAT INTELLIGENCE OFFERING ADVINTEL INTEL VENDOR
X

Unmatched Visibility into Adversary
YES
Attacks

Vetted DarkWeb & Underground

YES YES/NO
Sources

Minimal False-Positives in Alerting YES X

Advanced Sandbox Solution YES X

Adversarial Perspective Analysis YES X

Novel Fraud Scheme Monitoring YES YES/NO

Carding Tradecraft Review YES X

Remote Access Vulnerability Visibility YES X

YES/NO

Malware Research Engineering
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ANDARIEL

BY ADVANCED f:ontact u§ via
INTELLIGENCE, LLC info@advintel.tech


mailto:info%40advintel.tech%20?subject=Andariel%20Platform%20Demo%20Request

ANDARIEL

Threat Preven tion & Loss Avoidance

OUR TEAM

s Vitali Kremez
b 4

CEO & Chairman

Cl Yelisey Boguslavskiy

Head of Research
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BY ADVANCED
INTELLIGENCE, LLC



11/11

Threat Prevention
& Loss Avoidance
ANDARIEL

BY ADVANCED
INTELLIGENCE, LLC

Reach out and
we will set up a
platform demo
right away.

CONTACT US:

info@advintel.tech
www.advanced-intel.com
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